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1 Introduction

1.1 Overview of System 

<A brief description about the system>

<Enter your text here>

1.2 Scope of Testing

<Items involved in Unit, /Integration/ System/User Acceptance Testing /Enterprise Integration Testing   as agreed upon and clearly specific any Non coverage of testing scope. List any assumption and constraints made during the development of this document that may impact the design, development or implementation of testing. >

<Enter your text here>     

1.3 Purpose Of This Document

<This document has to be tailored according to the type of testing namely [Unit, /Integration/ System/ User Acceptance Testing /Enterprise Integration Testing>

 Preparation for this test consists of three major stages:

· Test Planning details the activities, dependencies, effort, test metrics collection methodologies and testing stoppage criteria.

· The Test Approach sets the scope of [UT/IT/ST/UAT/EIT] Testing, the overall strategy to be adopted, the activities to be completed, the general resources required and the effective methods and processes to be used to test the release. It also details the activities, dependencies and effort required to conduct the Test. 

· Test Conditions/Cases details to be followed in preparation of Test Cases. (E.g., designing the tests to be applied, the data to be processed, the automated testing coverage and the expected results.)

 How to Use this document: 

   This document serves as a Guideline document for the entire test plans.

1. A combined test plan for unit, integration and system testing can be prepared using this guideline by selecting the necessary sections from the guideline. Tech Lead/Test Lead authors this plan. Each type of test plan has to be updated during the respective phases of the AQS framework.

2. For user acceptance testing this guideline can also be used, if there is no specific test plan available with the client.  This plan is authored either by the Client Rep or the Project Manager in absence of the Client. 

3. For enterprise integration testing a separate plan has to be authored using this guideline in accordance with the client.  Since this type of testing is a specific in nature.  The Project Manager in consultation with the client and third party vendors authors this plan.  

Appendix: Types of testing are detailed in this section. Since there is no separate test procedure types of testing are detailed here. This can be appended wherever the usage specifies. 

1.4 Objectives 

1.4.1 Unit Testing

· The complete coverage of LLD or DD should be mapped against the code developed.

· The Unit code is of High Quality.

· Code walk through is successfully completed.

· To Ensure that the Unit programs works with less or negligible risks.

· Provides constructive inputs for testing process improvement through test metrics.

1.4.2 Integration Testing

· The complete HLD or DD should be mapped against the code developed.

· To Ensure that the integrated components works with less or negligible risks.

· Provides constructive inputs for testing process improvement through test metrics.

1.4.3 System Testing

· The functionality in-built into the software as specified in the business requirement specification / functional specification (BRS/FS).

· The software is of high quality. 

· Ensure that system works with less or negligible risks

· Provides constructive inputs for testing process improvement through test metrics.

1.4.4 User Acceptance Testing

· The functionality in-built into the software as specified in the Contract/Service Level Agreement.

1.4.5 Enterprise Integration Testing

· The complete coverage of BRS, FS, HLD, and LLD should be mapped against the code developed.

· To Ensure that the integrated components works with less or negligible risks.

· The developed application module should collaborate with the main application at the client's site 

· Provides constructive inputs for testing process improvement through test metrics.

1.5 Test Deliverables

All the deliverables should be in CM Tool

1.5.1 Unit Testing 

· Tested Unit code

· Unit Test cases 

· Unit Test Reports

· Code walk through Review Report

1.5.2 Integration Testing 

· Tested Integrated Code

· Integration test cases

· Integration Test Reports

· Pre Test verification Form

1.5.3 System Testing 

· System Tested Executables 

· System Test cases (if agreed with Client as per contract)

· Defect Log Report

· List of Open Defects

· Post Test Validation Form

1.5.4 User Acceptance Testing 

· User Acceptance Test Cases

· User Acceptance Test Report

· Problem Report

1.5.5 Enterprise Integration Testing 

· Enterprise Integration Tested Executables.

· Enterprise Integration test cases (if agreed with the client as per contract)

· Enterprise Integration Test Reports

· Any Open Issues List

· Release Clearance Note

1.6 References And Source Documentation

· Contract/Service Level Agreement (Reference details)

· Business Requirement Specification Ver. <#.##> and Date: <DD/MM/YYYY>

· Functional Specification Ver. <#.##> and Date: <DD/MM/YYYY>

· High Level Document. <#.##> and Date: <DD/MM/YYYY>

· Low Level Document. <#.##> and Date: <DD/MM/YYYY>

· Design Document. <#.##> and Date: <DD/MM/YYYY>

· Program Plan <#.##> and Date: <DD/MM/YYYY>

· Acceptance Criteria, received from the client (Reference details), if any 

· Client Supplied Materials, if any 

1.7 Abbreviations, Acronyms and Definitions 

	Abbreviations / Acronyms
	Definitions

	Unit Testing
	Unit testing covers the integral part of the unit of a software work product. Primarily the individual programs would be considered in executing this method of testing.

	Integration Testing
	Integration testing is a systematic testing technique for uncovering deviations related to interfacing between various software units.

	System Testing
	System testing at Planetasia is considered only to the extent of functionality of the Application, it does not include the combined testing of hardware and software components.

	User Acceptance Testing 
	The test conducted by the User or the Client Rep. on the entire Application. In house team can conduct this also. 

	Enterprise Integration Testing [EIT]
	The test conducted after integrating the system developed by Planetasia, with already existing systems (back-end or other application modules) at the client site.

	Regression Testing
	Re testing of the Defects fixes constitute Regression testing.

	BRS
	Business Requirement Specification

	FS
	Functional Specification

	HLD
	High Level Design  [This document is used for Larger Projects -If the Project is of a tenure of more than 3 Months it is consider a larger project, but again it is situational based.]

	LLD
	Low Level Design  [This document is used for Larger Projects -If the Project is of a tenure of more than 3 Months it is consider a larger project, but again it is situational based.]

	DD
	Design Documents [Where there is no need for the development of HLD and LLD, this document is used which is a combination of HLD and LLD]

	UTC
	Unit Test cases

	ITC
	Integration Test Case

	STC
	System Test cases

	ATC
	User Acceptance Test cases

	UTP
	Unit Test Plan

	ITP
	Integration Test Plan

	STP
	System Test Plan

	UAT
	User Acceptance Test Plan

	DTS
	Defect Tracking System - In house tool facilitates to author the test cases, track defects and generates Test Measurements.

	PDW
	Project Definition Workshop

	Developer
	Programmer or a member of the Development team

	TL
	Test Lead

	TE
	Test Engineer

	Tech. Lead
	Technical Leader or Project Lead

	PM
	Project Manager

	Client Rep.
	Client Representative

	QA Rep.
	Member of the Quality assurance Group.

	CC Tool
	Configuration Control Tool

	RMS
	Resource Management System

	Application 
	Refers to the developed software product.

	UXG
	User Experience Group

	Exploratory Testing
	The test execution, which is carried out with out test cases or without any planning. (Specifically this type of testing is conducted in content-rich application)


2 Testing Schedule

<This section shall specify the scheduling of the testing activities, in the form of Testing Gantt Chart or any other suitable method, which enables to plan and execute the testing related activities, in the entire development cycle. 

Resources for testing the software are assigned early enough to provide for adequate test preparation. 

It could also have the reference to the Testing Schedule, when it is done with some other tool like MS- Project and it should be constantly updated>

<Unit /Integration /System/User Acceptance / Enterprise Integration Test schedule: In case Testing is a part of Project Life cycle activity, the   Testing schedule should be a part of Project Gantt. Chart, else create a separate Testing Gantt. Chart and Link to this section>

3 Team Development

3.1 Testing Team Formation

<This section shall specify the need for the testing team, number of members required,

 Skills required for the member, etc. In case of EIT Onsite and Offshore team can be formed>

<Enter your text here>
3.2 Training

<Mention the training requirements of the test team members, if req.

In case of EIT Specific Project related Training /Knowledge Transfer can be provided to the Teams>

<Enter your text here>
3.3 Roles & Responsibilities

<Mention the prime responsibilities of the team members, team leads, if explicitly defined>

<Enter your text here>
4 Test Environment

4.1 Hardware components required

<This section shall specify the hardware requirements for conducting each type of test activities>

4.1.1  Servers 

<Mention hardware components that may be required for the servers>

<Enter your text here>
4.1.2 Workstations

<Mention the hardware components required for the workstations>

<Enter your text here>

4.2  Software Requirements 

4.2.1 Server Requirements

<Mention the software requirements of the Server(s)>

<Enter your text here>

4.2.2 Client / Workstation Requirements

<Mention the software requirements of the Client(s)>

<Enter your text here>

4.3 Tools to be used

<Mention the tools to be used or any tools provided by the client>

<Enter your text here>

4.4 Test Databases

<Mention the separate databases created or provided>

5 Testing Approach

<This section shall specify the various testing approach towards different types of testing In case of EIT the client specific requirements has to be detailed in this section. >

<The Test Strategy presents the recommended approach to the testing the target-of-test. 

For each type of test, provide a description of the test and why it is being implemented and executed.

If a type of test will not be implemented and executed, indicate in a sentence stating the test will not be implemented / executed and stating the justification, such as “This test will not be implemented / executed.  This test is not appropriate …”>

6 Standards and Procedures

6.1 Test Case

<State the standards established for writing the unit, Integration, System, User Acceptance, Enterprise Integration test cases. >

6.1.1 Unit Test cases

Refer: Test Case Template 

6.1.2 Integration Test cases

Refer: Test Case Template 

6.1.3 System Test cases

Refer: Test Case Template 

6.1.4 User Acceptance Test cases

            [In case there is no specific input towards the test cases from the client, we can use the 

              standard test case template -AQS] 

Refer: Test Case Template 

6.1.5 Enterprise Integration Test cases

           [In case there is no specific input towards the test cases from the client, we can use the 

            standard test case template -AQS] 

Refer: Test Case Template

6.2 Activities

         [Brief about the standards/procedures chosen for test planning, conducting the test reporting, the test results and Analysis/Evaluation of the test results] 

[For e. g., System Testing:
· Test Plan templates have taken out from AQS. Test Plan is prepared based on Program Plan. Any modification in Program plan will have impact on test plan.

· Detailed study has to be done on BRS/FS documents provided by development team.

· Test Cases have to be developed based on the above documents.

· The developed Test Cases has to be reviewed by Test Team Members and Team Lead.

· Setting up of Test Environment (Hardware/Software/Servers), Defects Reporting Tool/Mechanism.

· Collect the Unit Test Results from development team, code walk through results and pre-test verification form has to be filled by development team lead.

· Module/Project has to be taken out from CM Tool with appropriate versions.

· Application of test cases to the modules and the test results has to be documented in MS-Excel Sheet/Defects Reporting Tool and the same should be notified to development team.

· Regression testing has to be done on the next release of the Module/Project.

· Any difference of opinions raised, due to Defects raised by the test engineers, has to be resolved through Issue Meetings.

· Finally Test summary has to be presented.]

7 Test Items

7.1 Inclusions- Features to be tested

[Mention the features which are part of the development and which are to be included from testing by briefing with justification for such an action.]

<Enter your text here>

7.2  Exclusions- Features not to be tested

[Mention the features which are part of the development and which are to be excluded from testing by briefing with justification for such an action.]
<Enter your text here>
7.3  Specific Exclusions 

[Mention the features from earlier freeze release, which are to be excluded from testing by briefing with justification for such an action. Such exclusion may be because of reusable components from library, third party interface, feature from other dependent module]

<Enter your text here>

Note: Exclusions and specific exclusions shall be arrived at in consultation with development, Project Management, and the client. Trade-off decisions involving scope/effort/schedule/quality, which may result in business advantages, shall be used as a criterion in this. This plays major role in reducing test schedule and effort.

7.4 Prioritization

[Briefly state the testing priorities based on the requirements priorities identified

 in the business requirements specification or the functional specification]
<Enter your text here>
8 Test Entrance / Exit Criteria

8.1  Entrance Criteria

The Entrance Criteria specified by the Project Manager/Tech. Lead/Test Lead/ Client Rep. should be fulfilled before Test can commence. In the event, that any criterion has not been achieved, the Test may commence, if Project Manager/Tech. Lead/Test Lead/ Client Rep. is in full agreement that the risk is manageable and the same has to be documented in Test Plan. 

8.1.1 Unit Testing 

· Reviewed and Signed off Unit Test plan should exist in CC Tool.

· All human resources as per plan must be assigned and in place.  

· The Environments and resources must be in place, and must be available for testing

· Reviewed Program Specifications shall be in place. 

· Reviewed Unit Test Cases should exist in the CC Tool.
· The application should be integrated with the User Interface templates from UXG
· The baseline-developed code should exist in the CC Tool.
[Please add additional entrance criteria (if any) here]

8.1.2 Integration Testing

· Reviewed and Signed off Integration Test Plan 

· Reviewed Integration Test cases. 

· All human resources as per plan must be assigned and in place.  

· The Tested Unit codes should exist in the CC Tool.

· The Test Results should exist in the CC Tool.

· The GUI Results should exist in the CC Tool.

· The Code walk through Results should exist in the CC Tool.

· The Environments and resources must be in place, and must be available for testing

 [Please add additional entrance criteria (if any) here]

8.1.3 System Testing

· The Unit and Integrated Test cases should exist in the CC Tool

· The Unit and Integrated Test code should exist in the CC Tool.

· The Unit and Integrated Test Results should exist in the CC Tool.

· The GUI Test Results should exist in the CC Tool

· The Code walk through Results are placed in the CC Tool.

· Reviewed and approved System Test Plan should exist in the CC Tool.

· Reviewed and approved System Test cases should exist in the CC Tool.

· Pre Test Verification Form Exist.

· The Environments and resources must be in place, and must be available for testing

· All human resources as per plan must be assigned and in place.  

 [Please add additional entrance criteria (if any) here]

8.1.4 User Acceptance Testing

· All the Reviewed User Acceptance Test Plan and Test cases should exist in the CC Tool.

· The System Test Results /Defect Log should exist in the CC Tool.

· List of Open Issues /Open Defects.

· All human resources as per plan must be assigned and in place.  

· The Environments and resources must be in place, and must be available for testing as 

                  Suggested and agreed upon by the Client Rep.

     [Please add additional Exit criteria (if any) here]

8.1.5 Enterprise Integration Testing

All the below mentioned items should be available at the EIT Site.

· Reviewed and Signed off Enterprise Integration Test Plan 

· Reviewed Enterprise Integration Test cases. 

· All human resources as per plan must be assigned and in place.  

· The System Tested executables.

· The Code walk through Results 
· The Consolidated Test Results 
· Any Open Issues after System Testing 
· Any client provided specific testing instructions 
· Application Deployment Hardware and Software 
· Test Data to test the interface with the main application 
· Test Drivers/Sockets/ APIs and/or any other related components for testing.
· The Environments and resources must be in place, and must be available for testing

 [Please add additional entrance criteria (if any) here]

8.2 Exit Criteria

8.2.1 Unit Testing 

· All the Reviewed Test cases should be executed.

· The Test Cases are placed in the CC Tool.

· All the Defects raised during the Unit Testing should be fixed, Re tested and closed.

· The Tested Unit Codes are placed in the CC Tool.

· The Unit Test Result is placed in the CC Tool.
· The GUI Test Results are placed in the CC Tool.

· The Code walk through Results are placed in the CC Tool.

[Please add additional exit criteria (if any) here]
8.2.2 Integration Testing 

· All the Reviewed Integration Test cases should be executed.

· The Integration Test cases are placed in the CC Tool.

· All the Defects raised during the Integration Testing should be fixed, Re tested and closed.
· All the Programs, which have undergone Integration testing, are placed in the CC Tool.

· The Integration Test Result is placed in the CC Tool.
· The Code which has undergone the integration testing should exist in the CC Tool.
      [Please add additional exit criteria (if any) here]

8.2.3 System Testing 

· All the Reviewed system test cases should be executed.

· The System Test Results /Defect Log should exist in the CC Tool.

· Preparation of Post Test Validation Form.

· No Defects with High priority and Severity Exists.

· List of Open Issues /Open Defects.

· If any medium or low-priority Defects i.e. severity 1 and 2 are outstanding - the implementation risk must be signed off.

· The Executables from system testing should exist in CC Tool.

[Please add additional Exit criteria (if any) here]

8.2.4 User Acceptance Testing

· User Acceptance Certificate issued by the Client as acceptance of the Application or Internal Acceptance Certificate. 

· Problem Report Form [If any Issues]

[Please add additional Exit criteria (if any) here]

8.2.5 Enterprise Integration Testing

· Reviewed Enterprise Integration Test cases should be executed.

· Problem Report Form [if any issues]

· List of Open Issues /Open Defects.

· Release Note

    [Please add additional Exit criteria (if any) here]

9 Qualification Provisions

9.1  Criteria for test completion

[State the criteria to be adopted for the test completion; it can be based on the functionalities chosen, or a suitable norm as agreed upon with the customer based on the test metric.

This section only indicates completion of the test execution; however overall testing process completion

Is explained in the Exit criteria.] 

9.2 Application Release Criteria

[State the criteria adopted for the test completion and application releases like test metrics, configuration management, stability, performance benchmark, etc.]
10 Test Suspension/Resumption Requirements
[State the conditions under which the test execution can be suspended and also under what circumstances it can be resumed based on the established procedure.]

[In case of EIT this has to be clearly discussed with the client and any special clauses can be appended in this section]

10.1 Suspension Criteria

· Any Problem in the hardware / Software Resources

· Failure of proper functioning of Servers/ Networks

· Any ambiguities in functionality's

· Any slippage of programs schedules, which may hinder planned testing activities.

10.2 Resumption Criteria

Above Issues resolved, Issue meetings with peer team or component team or any other

Methodology as defined at the time Project Tailoring. 

11 Test Analysis

11.1 Analyzing And Reporting

[Mention the test results analysis and reporting responsibilities if explicitly defined]
<Enter your text here>

11.2 Problem Determination And Correction

[Mention the problem determination and correcting responsibilities for the identified Defects 

in testing]
<Enter your text here>

11.3 Defect Measurement 

[Provide details on the way in which Defects are reported and handled]


<Enter your text here>

12  Defect Management 

During Testing, Defects will be recorded using [enter the name of the tool (if any) or method that will be used]. The Defects will be reviewed and prioritized and assigned for fix, if required. Defects, which are agreed as valid, will be categorized as follows: - 

[Depending on the nature of the project the defect severity may change for e.g.: for a content rich project, the color variation may be a major severity]
	Defect Severity
	Description

	Fatal 
	Defects that would result in complete omission of a requirement, from the scope of the document / code or applicable standards and guidelines.

	Major
	Defects with observable departures from the standard or guidelines resulting in incomplete and ambiguous documentation and program code

	Minor
	Cosmetic problems like spelling, formatting etc.

	Cosmetic/ Suggestion 
	Suggestions: These are primarily suggestions for improving / enhancing the functionality.

	
	

	Defect Status
	Description

	Open
	Defects when reported and not reviewed by development team

	Fixed
	The fixed status indicates that a change was made to the code and will be available in the next build

	Next Phase
	Defects that can not be fixed in this release

	Need more information 
	Need more information or NMI indicates that the developer does not have enough information to duplicate or fix the Defects

	Can 't be Fixed
	There may be extenuating circumstances where Defects will not be fixed because of technology, time constraints, and a risk of de stabilizing the code or other users. A better status to use is not be fixed

	Closed
	Only the defect reporter uses this status, developers or managers cannot use this status. If a Defects isn't reproducible by the assigned developer or Defects verifier the Defects reporter needs a chance to clarify or add to the Defects.

	Reviewed
	This status is only given by the Project Managers. They give this once they review a defect and assign them to the developer for fixing it.


13 Test Metric

[Identify suitable test metric based on the complexity of the application and also as an input for improvement of the testing process]

Note: Customer may also have a role in selecting a suitable test metric. 

· Defect Density = Total no. of Defects /Size of the Product

· Weighted Defect Density = Total no. of Weighted defects / Size of the product

· Defect Density Profile = No. of any particular type of Defect / Total no. of Test Defects 

· Internal Test efficiency = No. of Testing defects found internally / Total No. of test defects (Internal + Acceptance Test)

· Project wise Avg. Defect Age = ([Phase (Detected - Introduced) * No. of defects] /Total No. of Defects.
14 Status Reporting

[In case EIT any specific reporting can also be appended in this section.]

Test preparation and progress will be formally reported during a Weekly Status Meeting. The attendees at this meeting are:  

· Group Head 

· Project Manager

· Tech Lead

· Development Team 

· Quality Representative /Quality Head

15 Appendix: Types of Testing

15.1 Data and Database Integrity Testing

[The databases and the database processes should be tested as a sub-system within the  SUBJECT  \* MERGEFORMAT . These sub-systems should be tested without the target-of-test’s User Interface (as the interface to the data).  Additional research into the DBMS needs to be performed to identify the tools / techniques that may exist to support the testing identified below.]

	Test Objective:
	Ensure Database access methods and processes function properly and without data corruption.

	Technique:
	Invoke each database access method and process, seeding each with valid and invalid data (or requests for data).

Inspect the database to ensure the data has been populated as intended, all database events occurred properly, or review the returned data to ensure that the correct data was retrieved (for the correct reasons)

	Completion Criteria:
	All database access methods and processes function as designed and without any data corruption.

	Special Considerations:
	Testing may require a DBMS development environment or drivers to enter or modify data directly in the databases.

Processes should be invoked manually.

Small or minimally sized databases (limited number of records) should be used to increase the visibility of any non-acceptable events.


15.2 Business Cycle Testing

[Business Cycle Testing should emulate the activities performed on the  SUBJECT  \* MERGEFORMAT  over time.  A period should be identified, such as one year, and transactions and activities that would occur during a year’s period should be executed.  This includes all daily, weekly, monthly cycles and events that are date sensitive, such as ticklers.]

	Test Objective
	Ensure proper target-of-test and background processes function according to required business models and schedules.

	Technique:
	Testing will simulate several business cycles by performing the following:

· The tests used for target-of-test’s function testing will be modified / enhanced to increase the number of times each function is executed to simulate several different users over a specified period.

· All time or date sensitive functions will be executed using valid and invalid dates or time periods.

· All functions that occur on a periodic schedule will be executed / launched at the appropriate time.

· Testing will include using valid and invalid data, to verify the following:

· The expected results occur when valid data is used.

· The appropriate error / warning messages are displayed when invalid data is used.

· Each business rule is properly applied.

	Completion Criteria:
	· All planned tests have been executed.

· All identified defects have been addressed.

	Special Considerations:
	· System dates and events may require special support activities

· Business model is required to identify appropriate test requirements and procedures.


User Interface Testing

[User Interface testing verifies a user’s interaction with the software.  The goal of UI Testing is to ensure that the User Interface provides the user with the appropriate access and navigation through the functions of the target-of-test.  In addition, UI Testing ensures that the objects within the UI function as expected and conform to corporate or industry standards.]

	Test Objective:
	Verify the following:

· Navigation through the target-of-test properly reflects business functions and requirements, including window to window, field to field, and use of access methods (tab keys, mouse movements, accelerator keys)

· Window objects and characteristics, such as menus, size, position, state, and focus conform to standards.

	Technique:
	Create / modify tests for each window to verify proper navigation and object states for each application window and objects.

	Completion Criteria:
	Each window successfully verified to remain consistent with benchmark version or within acceptable standard

	Special Considerations:
	Not all properties for custom and third party objects can be accessed.


Performance Profiling 

[Performance profiling is a performance test in which response times, transaction rates, and other time sensitive requirements are measured and evaluated.  The goal of Performance Profiling is to verify performance requirements have been achieved. Performance profiling is implemented and executed to profile and tune a target-of-test's performance behaviors as a function of conditions such as workload or hardware configurations.

NOTE:  Transactions below refer to “logical business transactions.”  For E.g. These transactions are defined as specific Test cases that an user of the system is expected to perform using the target-of-test, such as add or modify a given contract.]

	Test Objective:
	Verify performance behaviours for designated transactions or business functions under the following conditions:


- normal anticipated workload


- anticipated worse case workload



	Technique:
	Use Test Procedures developed for Function or Business Cycle Testing.

Modify data files (to increase the number of transactions) or the scripts to increase the number of iterations each transaction occurs.

Scripts should be run on one machine (best case to benchmark single user, single transaction) and be repeated with multiple clients (virtual or actual, see special considerations below).

	Completion Criteria:
	Single Transaction / single user:  Successful completion of the test scripts without any failures and within the expected / required time allocation (per transaction)

Multiple transactions / multiple users:  Successful completion of the test scripts without any failures and within acceptable time allocation.

	Special Considerations:
	Comprehensive performance testing includes having a “background” workload on the server.  

There are several methods that can be used to perform this, including:  

· “Drive transactions” directly to the server, usually in the form of SQL calls.

· Create “virtual” user load to simulate many (usually several hundred) clients.  Remote Terminal Emulation tools are used to accomplish this load.  This technique can also be used to load the network with “traffic.”

· Use multiple physical clients, each running test scripts to place a load on the system.  

Performance testing should be performed on a dedicated machine or at a dedicated time.  This permits full control and accurate measurement.

The databases used for Performance testing should be either actual size, or scaled equally.


Load Testing

[Load testing is a performance test which subjects the target-of-test to varying workloads to measure and evaluate the performance behaviors and ability of the target-of-test to continue to function properly under these different workloads.   The goal of load testing is to determine and ensure that the system functions properly beyond the expected maximum workload.  Additionally, load testing evaluates the performance characteristics  (response times, transaction rates, and other time sensitive issues).]

[NOTE:  Transactions below refer to “logical business transactions.”  These transactions are defined as specific functions that an end user of the system is expected to perform using the application, such as add or modify a given contract.]

	Test Objective:
	Verify performance behaviours time for designated transactions or business cases under varying workload conditions.



	Technique:
	Use tests developed for Function or Business Cycle Testing.

Modify data files (to increase the number of transactions) or the tests to increase the number of times each transaction occurs.

	Completion Criteria:
	Multiple transactions / multiple users:  Successful completion of the tests without any failures and within acceptable time allocation.

	Special Considerations:
	Load testing should be performed on a dedicated machine or at a dedicated time.  This permits full control and accurate measurement.

The databases used for load testing should be either actual size, or scaled equally.


Stress Testing

[Stress testing is a type of performance test implemented and executed to find errors due to low resources or competition for resources. Low memory or disk space may reveal defects in the target-of-test that aren't apparent under normal conditions. Other defects might results from competition for shared resource like database locks or network bandwidth. Stress testing can also be used to identify the peak workload the target-of-test can handle.]

[NOTE:  References to transactions below refer to logical business transactions.]

	Test Objective:
	Verify that the target-of-test functions properly and without error under the following stress conditions:

· little or no memory available on the server (RAM and DASD)

· maximum (actual or physically capable) number of clients connected (or simulated)

· multiple users performing the same transactions against the same data / accounts

· worst case transaction volume / mix (see performance testing above).

NOTES:  The goal of Stress test might also be stated as identify and document the conditions under which the system FAILS to continue functioning properly.

Stress testing of the client is described under section 3.1.11, Configuration testing.

	Technique:
	Use tests developed for Performance Profiling or Load Testing.

To test limited resources, tests should be run on single machine, RAM and DASD on server should be reduced (or limited).

For remaining stress tests, multiple clients should be used, either running the same tests or complementary tests to produce the worst case transaction volume / mix.

	Completion Criteria:
	All planned tests are executed and specified system limits are reached / exceeded without the software or software failing (or conditions under which system failure occurs is outside of the specified conditions).

	Special Considerations:
	Stressing the network may require network tools to load the network with messages / packets.

The DASD used for the system should temporarily be reduced to restrict the available space for the database to grow.

Synchronisation of the simultaneous clients accessing of the same records / data accounts.


Volume Testing

[Volume Testing subjects the target-of-test to large amounts of data to determine if limits are reached that cause the software to fail.  Volume testing also identifies the continuous maximum load or volume the target-of-test can handle for a given period.  For example, if the target-of-test is processing a set of database records to generate a report, a Volume Test would use a large test database and check that the software behaved normally and produced the correct report.]

	Test Objective:
	Verify that the target-of-test successfully functions under the following high volume scenarios:

· maximum (actual or physically capable) number of clients connected (or simulated) all performing the same, worst case (performance) business function for an extended period.

· maximum database size has been reached (actual or scaled) and multiple queries / report transactions are executed simultaneously.



	Technique:
	Use tests developed for Performance Profiling or Load Testing.

Multiple clients should be used, either running the same tests or complementary tests to produce the worst-case transaction volume / mix (see stress test above) for an extended period.

Maximum database size is created (actual, scaled, or filled with representative data) and multiple clients used to run queries / report transactions simultaneously for extended periods.

	Completion Criteria:
	All planned tests have been executed and specified system limits are reached / exceeded without the software or software failing.

	Special Considerations:
	What period of time would be considered an acceptable time for high volume conditions?


Security and Access Control Testing

[Security and Access Control Testing focus on two key areas of security:  

Application-level security, including access to the Data or Business Functions, and

System-level Security, including logging into / remote access to the system.

Application-level security ensures that, based upon the desired security, Users are restricted to specific functions / Test cases or are limited in the data that is available to them.  For example, everyone may be permitted to enter data and create new accounts, but only managers can delete them.  If there is security at the data level, testing ensures that user “type” one can see all customer information, including financial data, however, user two only sees the demographic data for the same client.

System-level security ensures that only those Users granted access to the system are capable of accessing the applications and only through the appropriate gateways.]

	Test Objective:
	Application-level Security:  Verify that an user can access only those functions / data for which their user type is provided permissions.

System-level Security:  Verify that only those Users with access to the system and application(s) are permitted to access them.

	Technique:
	Application-level:  Identify and list each user type and the functions / data each type has permissions for.

Create tests for each user type and verify each permission by creating transactions specific to each user.

Modify user type and re-run tests for same users.  In each case verify those additional functions / data are correctly available or denied.

System-level Access (see special considerations below)

	Completion Criteria:
	For each known user type, the appropriate function / data are available and all transactions function as expected and run in prior function tests



	Special Considerations:
	Access to the system must be reviewed / discussed with the appropriate network or systems administrator.  This testing may not be required as it maybe a function of network or systems administration.


Failure / Recovery Testing

[Failure / Recovery testing ensures that the target-of-test can successfully fail and recover from a variety of hardware, software, or network malfunctions with undue loss of data or data integrity.  

Failure testing ensures that, for those systems that must be kept running, when a failure condition occurs, the alternate or backup systems properly “take over” for the failed system without loss of data or transactions.

Recovery testing is an antagonistic test process in which the application or system is exposed to extreme conditions (or simulated conditions) to cause a failure, such as device I/O failures or invalid database pointers / keys.  Recovery processes are invoked and the application / system is monitored and / or inspected to verify proper application / system / and data recovery has been achieved.]

	Test Objective:
	Verify that recovery processes (manual or automated) properly restore the database, applications, and system to a desired, known, state.  The following types of conditions are to be included in the testing:

· Power interruption to the client 

· Power interruption to the server

· Communication interruption via network server(s)

· Interruption, communication, or power loss to DASD and or DASD controller(s)

· Incomplete cycles (data filter processes interrupted, data synchronization processes interrupted).

· Invalid database pointer / keys

· Invalid / corrupted data element in database

	Technique:
	Tests created for Function and Business Cycle testing should be used to create a series of transactions.  Once the desired starting test point is reached, the following actions should be performed (or simulated) individually:

· Power interruption to the client:  power the PC down

· Power interruption to the server: simulate or initiate power down procedures for the server

· Interruption via network servers:  simulate or initiate communication loss with the network (physically disconnect communication wires or power down network server(s) / routers).

· Interruption, communication, or power loss to DASD and or DASD controller(s): simulate or physically eliminate communication with one or more DASD controllers or devices.

Once the above conditions / simulated conditions are achieved, additional transactions should executed and upon reaching this second test point state, recovery procedures should be invoked.

Testing for incomplete cycles utilizes the same technique as described above except that the database processes themselves should be aborted or prematurely terminated.

Testing for the following conditions requires that a known database state be achieved.  Several database fields, pointers and keys should be corrupted manually and directly within the database (via database tools).  Additional transactions should be executed using the tests from Application Function and Business Cycle Testing and full cycles executed.



	Completion Criteria:
	In all cases above, the application, database, and system should, upon completion of recovery procedures, return to a known, desirable state.  This state includes data corruption limited to the known corrupted fields, pointers / keys, and reports indicating the processes or transactions that were not completed due to interruptions.

	Special Considerations:
	Recovery testing is highly intrusive.  Procedures to disconnect cabling (simulating power or communication loss) may not be desirable or feasible.  Alternative methods, such as diagnostic software tools may be required.

Resources from the Systems (or Computer Operations), Database, and Networking groups are required.

These tests should be run after hours or on an isolated machine(s).


15.3 Configuration Testing

[Configuration testing verifies the operation of the target-of-test on different software and hardware configurations.  In most production environments, the particular hardware specifications for the client workstations, network connections and database servers vary.  Client workstations may have different software loaded (e.g. applications, drivers, etc.) and at any one time many different combinations may be active and using different resources.]

	Test Objective:
	Verify that the target-of-test functions properly on the required hardware / software configurations.

	Technique:
	Use Function Test scripts

Open / close various non-target-of-test related software, such as the Microsoft applications, Excel and Word, either as part of the test or prior to the start of the test.

Execute selected transactions to simulate user’s interacting with the target-of-test and the non-target-of-test software

Repeat the above process, minimizing the available conventional memory on the client. 

	Completion Criteria:
	For each combination of the target-of-test and non-target-of-test software, all transactions are successfully completed without failure.

	Special Considerations:
	What non-target-of-test software is needed is available, accessible on the desktop?

What applications are typically used? 

What data are the applications running (i.e. large spreadsheet opened in Excel, 100 page document in Word)?

The entire systems, NetWare, network servers, databases, etc. should also be documented as part of this test.  


Installation Testing

[Installation testing has two purposes. The first is to insure that the software can be installed under different conditions, such as a new installation, an upgrade, and a complete or custom installation, and under normal and abnormal conditions. Abnormal conditions include insufficient disk space, lack of privilege to create directories, etc. The second purpose is to verify that, once installed, the software operates correctly. This usually means running a number of the tests that were developed for Function testing.]

	Test Objective:
	Verify that the target-of-test properly installs onto each required hardware configuration, under the following conditions (as required):

New Installation, a new machine, never installed previously with  SUBJECT  \* MERGEFORMAT 
Update machine previously installed  SUBJECT  \* MERGEFORMAT , same version

Update machine previously installed  SUBJECT  \* MERGEFORMAT , older version

 

	Technique:
	Manually or develop automated scripts to validate the condition of the target machine (new -  SUBJECT  \* MERGEFORMAT  never installed,  SUBJECT  \* MERGEFORMAT  same version or older version already installed).

Launch / perform installation.

Using a predetermined sub-set of function test scripts, run the transactions.

	Completion Criteria:
	 SUBJECT  \* MERGEFORMAT  transactions execute successfully without failure.

	Special Considerations:
	What  SUBJECT  \* MERGEFORMAT  transactions should be selected to comprise a confidence test that  SUBJECT  \* MERGEFORMAT  application has been successfully installed and no major software components are missing?



